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Description

Performing malware analysis begins with basic techniques - obtaining information about the
samples you are analyzing, gleaning indicators of compromise and identifying other useful
information. In this course you will learn core techniques for performing basic analysis of
malicoius software.

Outcomes

e Describe the difference between static and dynamic analysis

e Demonstrate the ability to use hashing utilities to identify a malicious sample

e Explain general rules for analyzing malware

e Experiment with anti-virus software to create signatures based off of custom programs.
e Use string utilities on malicious samples to identify valuable data

e List the different categories of malicious software

Links

External links that are associated with this learning object

e YouTube - Basic Analysis Techniques
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