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Description

The Windows API allows developers to create applications designed to run within the Windows 
operating system that take advantage of all of the features Windows has to offer. For the 
reverse engineer, if you are analyzing windows binaries (malicious or benign) begins with 
understanding how the Windows API is used and how you can determine program behavior 
from the use of these APIs. In this module, you will learn about the Windows API, how programs 
use it and where to find information about it.

Notes
Please note that the lab files contain malicious software - please handle in a safe manner and 
only analyze in a proper environment. This work was made possible by NSA Grant for the 
development of cyber security curriculum.

Outcomes
Use Dependency Walker to identify import and API usage (Windows API) of sample program
Identify commonly used libraries and APIs
Demonstrate the ability to evaluate the use of the Windows API to assess potential program 
functionality

Files Not Included in Bundle
Download links of files associated with this object but not included in bundle

07 - Windows API.mp4

Links

1 CLARK

https://clark.center/details/jstroschein/cd415875-4de1-4e91-922a-92cea32aac71
https://clark.center/details/jstroschein/cd415875-4de1-4e91-922a-92cea32aac71
https://clark.center/details/jstroschein/cd415875-4de1-4e91-922a-92cea32aac71
https://clark.center/details/jstroschein/cd415875-4de1-4e91-922a-92cea32aac71
https://clark.center/details/jstroschein/cd415875-4de1-4e91-922a-92cea32aac71
https://api-learning-objects.clark.center/users/jstroschein/learning-objects/5ad774f092a3f50db17433fd/files/586241a0432711e8a15769c8/download
https://api-learning-objects.clark.center/users/jstroschein/learning-objects/5ad774f092a3f50db17433fd/files/586241a0432711e8a15769c8/download
https://api-learning-objects.clark.center/users/jstroschein/learning-objects/5ad774f092a3f50db17433fd/files/586241a0432711e8a15769c8/download
https://api-learning-objects.clark.center/users/jstroschein/learning-objects/5ad774f092a3f50db17433fd/files/586241a0432711e8a15769c8/download
https://clark.center


External links that are associated with this learning object

YouTube - Windows API
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