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UG: Malware Analysis

Length Course
Collection NSA NCCP
Updated March 9, 2019
Contributors Josh Stroschein

Academic Levels Undergraduate

Topics Malware

Link https://clark.center/details/jstroschein/109e5cda-b9ff-4e72-
ae9c-905d7071266¢

Description

All malware analysis courses

Outcomes

e Experiment with malware

Learning Object Children

The learning objects that are included as children (dependencies) of this object

e Creating a Safe Lab Environment

e File Formats

e The Windows API

e Automated Sandboxes

e Monitoring Tools

e Malware Delivery Mechanisms

e Basic Analysis Techniques

e Detecting Packers and Code Obfuscation

Links

External links that are associated with this learning object

YouTube - Safe Lab Environment
YouTube - Basic Analysis Techniques
YouTube - PE File Format

YouTube - Windows API

YouTube - Packers and Obfuscation
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e YouTube - Monitoring Tools
e YouTube - Sandboxes
e YouTube - Delivery Mechanisms
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