101 Ange Albertini

e S, corkami.com
. Hexadecimal dump | ASCIl dump | Fields | Values | Explanation
D|SseCted PE 4D SA 60 00-80 00 00 00-08 60 00 00-00 60 60 80 MZ.............. _ iz ot sianat
e_magic constant signature
0ffset:0x30 | ’ | |
00 00 00 00-00 00 00 00-00 00 00 00-40 00 00 00  ............ @... | e-lfanew 0x40 offset of the PE Header @
Signature 'PE', 0, O constant signature
0ffset:0x48 . .
_ _ _ Machine 0x1l4c [intel 386] processor: ARM/MIPS/Intel/...
SHA-1 b7af4cb51ce38e43e030656eb2698fab408cfoch :g gg gg gg—ég gé gg g? aa ea ea ea ea ae ae ae I PE..I; ........... I NumberOfseCt-ions I 3 P numberOfseCtlonS 9
download @ pe101.corkami.com o Tt SizeofoptionalHeader Oxe0 relative offset of the section table @
; Characteristics 0x102 [32b EXE] EXE/DLLY/...
l Magic 0x10b [32b] 32 bits/64 bits
| " g;“éalxssea 090-00 99 88 68 AddressofEntrypPoint 0x1000 where execution starts @
4D SA 08 92-08 89 6 00~ 8.00 MZ...... ... ~ oo ooom oo on | T ImageBase 0x400000 address where the file should be mapped in memory
| ngs ?\égaé'g @0 00 00 66-00 @8 @0 00-06 10 60 B0-00 00 66 00 | ................ SectionAlignment 0x1000 where sections should start in memory @
! 00 00 00 80-00 80 00 00-8hAESAEsEDbIAAPY B0 00 ............ Q... gg gg gg gg‘gg gg 32 gg‘gi ég gg gg‘gg gg gg gg ------ @......... FileAlignment 0x200 where sections should start on file @
. - - “UY YU U0 UU | eceeenevnennnnne Majorsubsystemversion | 4 [NT 4 or Tlater] required version of Windows
50 45 00 60-4C 61 03 0 00 PE..L ...........
simple o o o e PE‘header = = - 00 40 00 90-00 02 00 00-00 0O 0O 06-02 00 06 00 | .@.............. SizeofImage 0x4000 total memory space required
showslitslakmedemilbnary 00 00 00 00-00 00 0O 00-00 6O BO 06-00 00 00 B0 | ................ SizeofHeaders 0x200 total size of the headers @
el- FETEY E Y oeaceses 00 60 00 GBP-1B8 @B @B @B... ..., Subsystem 2 [Gur] driver/graphical/command line/...
gg gg gg gg:gg %gaa 00 g%lgi‘aa ga ga %r@ NumberofRvaAndSizes 16 number of data directories @
00 00 00 00-00 (w bﬁﬁl ................
e e L o N — 4D 5A 00 60-00 00 00 0000 00 0O 60-00 00 66 00 MZ.............. gg gg gg gg:gg g: gg g?’%lggugg 'ggog:'agg"gg gg ...00 00 00 00-00 00 0O 0B | e | | | . )
0630 06 00 B0 00-00 60 60 80-60 08 0 06-46 08 0O 0O 00 00 00 00-10 06 80 80 iiieiiie..... 00 20 00 06-00 00 60 00-06 0O 0O 00-00 66 60 86 | ................ [ ImportsVA | 0x2000 | RVA of the imports @
S5 45 00 a-4C 01 03 ob-08 00 ob 0090 ab 00 90 FE. ; 50 45 80 06-4C b1 63 06-00 60 40 62-00 00 60 0b 00 00 00 00-00 60 00 00-00 00 00 60-00 06 60 00
99 99 99 BO-E0 00 02 01-0B 01 00 00-80 09 09 00 . 66 006 88 GB:EG 08 02 GI:BE 81 68 BB:GB 00 00 08 . D= ONnE=C TR li o seseeeeweness. (NN - °° 5 °° °° °° -J o “J O 2o 99 J¢ S° Cf L .-..---.---c----
SODEaC I I0 D e b el b o 20 o0 soce Gt AiBSCLOMBs
85 S0 26-0 S0 G 80-G4 09 8 66-d0 8 60 8 . 5 1 50 co- 62 o 69-06 o 09 o6_o0 50 o0 2. 80 00 80 06 pRAinGErs)tD BKIA SIAICRIRE-REXIBANS] IBHOMSS, ) ... ... 2E 74 65 78-74 88 00 €8 ~text... Sections table
S 85 50 26-0 S0 G 80-60 00 8 G6-d0 8 60 6 . & 0 23hsega , ﬁr 5E 74 65 76-74 60 00 68 Text... 60 10 00 00-00 10 08 06-00 B2 00 00-00 02 08 00  |................ o - sica sie s ofse
80 20 60 00-00 G0 8 0000 00 B0 66-00 00 00 B0 . el MU RR W R 00 10 00 00-00 10 B0 00-00 02 06 06-06 02 06 88 ................ PO 00 00 00-00 60 60 00-00 0O 00 00-20 80 00 68 | ............... ) ‘ Name  Virtualsize virtualAddress sizeofRawbata PointerToRawbata Characteristics
80 00 00 00-00 00 B0 80-00 00 80 00-00 00 80 00 00 00 00 00-00 00 00 00-00 06 00 00-20 00 80 60 ............... )

B30 o vs 0 a0 ooat 74 65 1074 08 0 a0 alteahm&aledetajl&abautﬂwexecutable 2E 72 64 61-74 61%&%%13“'& .rdata.......... 2E 72 64 61-74 61 @0 06-00 10 6@ 00-60 20 60 @6 | .rdata.......... [ text 0x1000 0x2000 0x200 0x200 CODE EXECUTE_READ)
90 50 20 00700 00 G0 B0 2E T4 bo o 7e o0 b0 o0 80 16 89 60-06 10 08 80-00 62 60 08-60 62 80 0B 00 02 0o eo-e0 asDiolob IRl AARIS | 00 82 00 00-00 04 6O 00-00 @0 00 0A-00 00 6O 00 | ‘ .rdata . Ox1000 . .. ... 0x2000. .. ..o 0x200. .............0x400 ... INITIALIZED  READ
00 80 80 00-00 00 60 00-00 00 8 B3-20 00 00 60 oD %0 o9 9070n 06 a0 oaon o0 o0 o oh 0 ed 00 00 00 00-40 drfingshnwthafilg iy Jogdegbinmenmory. . q..@.data. 00 00 00 90-40 00 B8 48-2FE 64 61 74-61 00 08 69 | X .data | 0x1000 ... 0x3000 ... 0x200 . ... ___ 0x600 . DATA __READ.__WRITE
23 1R ) (ke () U0 LD 1D () L) B9 D 0D @0 02 00 88-80 B4 09 8B-88 B0 OO 908 68 00 8D ... 69 10 00 06-80 30 00 00-00 02 0O 80-00 06 00 80 ..... Buvaeeenn B L EEL P vl : ) ) ) i )

:g g: 2:2 gg :g g: gg gg Ze a? 33 2? gg :g g: e 06 00 80 B0-40 08 08 48-2E 64 61 74-61 80 60 89 ....Q..@.data... 96 08 80 86-88 08 88 88-88 88 88 88-48 88 88 C8 ............ Q..+ 380 10 00 00-00 30 00 00-00 02 00 0O-00 B6 0O 005 W B, For each section, a SizeofRawData sized block is read from the file at PointerToRawData offset.
sa i Exe B0 ab a0 00-0 09 ab Go-08 90 a9 ab-40 00 00 Co .. o 08 80 00 00-00 80 00 00-80 00 0 80-00 08 80 80 ................ 0600 00 00-00 66 00 00-00 60 60 06-46 00 80 CO ............Q..+  Itwil be loaded in memory at address ImageBase + VirtualAddress in a VirtualSize sized block, with specific characteristics.
00 00 60 00-00 00 00 00-68 68 BB 808-00 00 00 68 ...

6208 6A 00 68 80-30 40 00 68-17 38 48 88-6A 00 FF 15
6A 08 68 B80-38 40 88 68-17 30 48 00-6A 66 FF 15 j.h.6@.h.0Q.j. . _ i _ A
DDDHERHDE TDDODHDED Rl dtlboo B0 (B ) 69 69 () D 9 6D 1 O 05 oo 6A 00 68 86-30 48 00 68-17 ﬁﬁ&é 80 FF 15 j.h.e@.h.e@.j. . h o x86 assembly Equivalent C code

"""""""" 70 20 40 00-6A 08 FF 15-68 080 80 p.Q.j. .N.Q..... pus
"¢ 20 a0 an-00 00 00 0000 a0 00 00-75 20 00 e0 .. B B O (el 3 (0 o (0 O 32 s N oo ee eo eo-08 0o oo oe-pihat mexgcededs 08 08 ................ - push 0x403000
68 20 00 60-44 20 60 00-00 6@ 00 00-60 06 00 68 h..
85 26 B9 80-70 26 B9 80-00 06 B9 80-00 08 88 80 3 85 20 00 00-70 20 00 00-00 cogfe M-oe oo BB L] 0ffset:8x208/RVA:8x401000 push OX403017
8 60 60 60-0B 08 6 85-60 60 0B GB-4C 20 60 60 % 0 ggs egﬁa BI % ns o 3C 26 00 66-00 60 00 60-00 00 66 00-78 20 60 00 <........... X 6A 08 68 ©0-30 40 00 68-17 30 48 BB-6A @0 FF 15 | j.h.@@.h.eQ.j. push 0
00 00 80 60-5A 20 08 080-80 00 00 00-08 00 45 78 ....Z €9 74 58 Mess 68 20 00 00-44 20 00 00-00 6O 6O 06-00 60 60 80 h...D........... 70 20 40 00-6A 08 FF 15-68 20 40 09 | p.@. j h.@ q Yo \ . \ o
:? Z; EZ EZEE gg jf ;::Zg gg g: gg:;g gz ;: ;: ‘tpg“:sf"'"ess 61 67 65 42-6F 78 41 80-4C 28 08 09-00 08 80 B0 a Boxﬂ Lo 85 20 60 00-70 20 B0 00-00 00 00 B0-00 00 aa 80 3...Piriiiiin.. @ J. h.E. call [0x402070] ~MessageBox (0, “Hello world!","a simple PE executable’, 0);
A\ 26 65 08-00 60 0 B6-€D 65 72 CEE5 €O 33132 Zoo. . kernals2 he e gg:ggg‘mfg gg?gﬁ%%gtaﬂleﬂet;";ﬁz 00 00 00 00-00 93 93 00-Q0 60 890 aalﬁi 080 ............ L... push 0 ]
;E ;g gg gg_gg ;2 ;: gg_;g :: ;: gg_gg gg ;g g: oS 90 00 00 00-00 00 00 00-00 00 00 00-00 00 B0 B8 ................ 06 00 60 09 5A 20 60 80- 'm ?0 s 4578 ....Z........ Ex call [0)(402068} »ExitProcess(0);
A A 60180 80 80 ... 69 74 58 7 E’e? Eée ’5’3" a(ggrb‘go )| tProcess Mess - N |
“%%1 20 73 69-60 70 4C 65-20 50 45 20-65 78 €5 63 a.sinple.PE. exec 61 20 73 69-6D 70 6C 65720 50 45 20-65 78 65 63 a.simple.PE. exec 61 67 65 4 Ig YR ‘ﬁf(%u B W) ESRL. ... —_—
I8 T4 61 Gathr o 00 o ds GO G0 1720 7T AT T2 utabiedfelo.uor EC 4 21 860 00 4 6690 a5 66 0000 60 60 D 1a1e.s.rrrrr . £ ED U0 (0 09 U 69 72 (2 6 08 =51 29 Z;.ii"""SZ”Z}?Z — a
""""""" . . - o€V oUBErEZo Yo mports structures onsequences
0 00 00 00-00 00 00 00-00 00 00 08-80 @8 88 8 ................
Offset:8x408/RVA:8x402000 descnptors
61 20 73 69-6D 78 6C 65-20 S&érég 78 65 63 a.simple.PE.exec 3C 20 00 00-00 66 66 00-00 00 00 00-78 20 0x203¢c]———  0x204c, o
75 74 61 62-6C 65 B0 4865 6 77 6F 72 utable.Hello.uor 68 20 00 80-44 20 0O 99-00 90 60 90-868 90 b ;
6C 64 21 00-00 00 pdnferwatignsmabbopthwcssles 1d!.............| | CTmomm o I s B Name
85 20 080 00-70 20 /00 8606 08 60 06-00 00 |5, . |0x2078|~kerne132.d11 0,ExitProcess .
—————————————————————————— -~ ’ after loading
00 00 00 00-00 060 00 80-4C 20 « ., . . .
00 08 ' 89 89-80 88 0x2068 —————— 0x204c, 0" } 0x12068 W!|| po!nt to kernel32.dlll s ExitProcess
69 74 50 72-6F 63 1657373 00 80 86-4D 65 73 73 | itProcess...Mess  (y2044 e 0x402070 will point to user32.dli"s MessageBoxA
41 v-4c 20 18986-00 00 00 88 | ageBOXA.L....... -
A 20 00 86-88 00 B8 B8-6B 65 72 6E-65 6C 33 32 Z....... kernel32 0x2085 —user32.d11 0,MessageBoxA
2F 64 6C"6ET00™7E 73 65-72 33 32 2E-64 6C 6C 80 .dl1.user32.dll. .
0x2070 0x205a, 0"
L ?,a, ,a,? ,a, ! All addresses here are RVAJk
 —— 0ffset:0X608/RVA: 0x403060 Strings
61 20 73 69-6D 70 6C 65-28 50 45 20-65 78 65 63 a.simple.PE.exec a simple PE executable\0
75 74 61 62-6C 65 0@ 48-65 6C 6C 6F-20 77 6F 72 utable.Hell0.Wor | 1al10 worldiNO
6C o4 21 68 I -
[ Thisis the whole fle, however, most PE files contain more element5i Explanaiions are simpiicd, for conciseness. version 1, 3rd May 2012

Loading process e
@ Headers ® Mapping @ Imports @ Execution

MZ HEADER aka DOS_HEADER
Starts with 'MZ' (initials of Mark Zbikowski MS-DOS developer)

the DOS Header is parsed the file is mapped in memory according to: DataDirectories are parsed Code is called at the EntryPoint PE HEAPH? a{<a IMAGE_FILE_HEADERS / COFF file header
the PE Header is parsed the ImageBase they follow the OptionalHeader the calls of the code go via the IAT to the APIs Starts with 'PE' (Portable Executable)
(its Off§et is DOS Head?f's e_lfanew) the SizeOfHeaders their number is NumOfRVAAIiSIis- I Y D OPTIONAL HEADER aka IMAGE_OPTIONAL_HEADER
the Optional Header is parsed the Sections table imports are always #2 Optional only for non-standard PEs but required for executables
(it follows the PE Header) Imports are parsed I .. i
P p . a simple PE executa... RVA Relative Virtual Address
) each descr_|ptlor csjnglﬁes a DLLname Address relative to ImageBase (at ImageBase, RVA = 0)
P ,1 f _ ;:'; gr%é_;;;:r:p;?s:;?;ryltaneo o Almost all addresses of the headers are RVAs
3 e |2 ES Tt Uiy In code, addresses are not relative.
@ Sections table : for each AP in INT Hello world! '
Sections table is parsed = 0x400000—— ImageBase  — its address is written in the /AT entry
(it is located at: offset (OptionalHeader) + Size OfOptionalHeader) NS
B . . PointertoRawData 0x400200~—= SizeOfHeaders
!t contains NumberOfSectons elements T ot | E— INT Import Name Table
0 s PointertoRawData X —— VirtualAddress _ = i i i i
FileAlignments and SectionAlignments | cocions tert ta - 0x401000 T VirtualAdd IAT IAT Null-terminated list of pointers to Hint, Name structures
PontertoRawData ! Section 1 Tibrary.dit IAT Import Address Table
| sections soceal | = 0 . . [ Null-terminated list of pointers
0x102000~— VituaiAdcress f Hint,"API name :> —:»HPI_ On file it is a copy of the INT

After loading it points to the imported APIs

HINT
Index in the exports table of a DLL to be imported
Not required but provides a speed-up by reducing look-up

Section 2

0x403000—— VirtualAddress D

Section 3

—

0x404000—+
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